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(54) Adaptive routing system and method for Qos packet networks 



(57) A packet network employs routers that deter- 
mine network routing based on quality of service (QoS) 
provisioning parameters and network topology informa- 
tion. QoS provisioning parameters are provided to each 
router from a network management database, and the 
network topology information is determined from a link 
state database of the router. The link state database 
may include network topology information collected by 
the router in accordance with the open shortest path 
protocol (OSPF). A network link, router, or other node 
failure initiates a new path-selection process. First, a 
temporary set of provisioning entries may be deter- 
mined with a shortest path first (SPF) routing method. 
Then, the network packet flows may be classified into 
packet flows, real-time and non-real-time, and then as 



packet flows that require reserved bandwidth or that 
may be multiplexed. A multicommodity flow (MCF) rout- 
ing method is then employed to determine an optimized 
set of candidate provisioning entries for the packet flows 
that may be multiplexed. The MCF routing method 
determines new routing for the packet flows based on 
QoS provisioning commitments as parameters. The 
MCF routing method determines the new routing based 
on an optimization criterion, such as maximized reve- 
nue. Once the new routing is determined, routing of net- 
work traffic is enabled by converting the provisioning 
entries into filter rules, which are then loaded into the 
packet classifier of the router. 
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carry multiple services having different traffic characteristics, including both constant bit rate traffic and variable bit rate 
traffic. An important simplification for routing methods considering variable bit rate traffic in networks, such as ATM net- 
works, is provided by the concept of "effective bandwidth." 

[0009] Effective bandwidth of a packet flow defines the bandwidth of the packet flow in terms of the node buffer size 
5 and the average and peak rates of the packet flow, assuming the node operates with a leaky bucket regulator. An effec- 
tive bandwidth may be determined for each packet flow, of a network where the packet flows are multiplexable, the total 
effective bandwidth of all packet flows is less than or equal to the total network capacity, and the packet flows exhibit 
loss-less performance, (i.e., the packet flows may be rearranged over multiple physical paths while maintaining desired 
delay or bandwidth for each packet flow). For networks having both multiplexable and non-muliplexable packet flows, 
10 the two types of traffic may be separately analyzed, with portions of the total network capacity allocated to each traffic 
type. 

[0010] Effective bandwidth, and allocation of bandwidth and buffer capacity based on effective bandwidth, is 
described in detail in A. Elwalid et al., "A New Approach For Allocating Buffers and Bandwidth to Heterogeneous, Reg- 
ulated Traffic in an ATM Node," IEEE Journal on Selected Areas in Communications. Vol. 13, No. 6, (August 1995) 
75 1 1 1 5-1 127 (incorporated herein by reference and referred to as "Elwalid et al."). A routing algorithm that accounts for 
variable bit rate traffic in ATM networks with effective bandwidth, is described in detail in U.S. Patent No. 5,838,663, 
issued on November 1 1 , 1998 entitled "A Method for Admission Control and Routing by Allocating Network Resources 
in Network Nodes", which is incorporated herein by reference. 

[0011] Once logical paths are specified, the routers of the network generally must support at least two types of 
20 messages for the packet flows and network administration: data messages and control messages. Data messages are 
packets containing user information transported between the source and destination pair. Control messages are mes- 
sages interpreted by network elements, such as the routers, to administer connections and exchange network informa- 
tion. These control messages may be employed to ensure that the packets are interpreted and routed in a manner that 
provides the desired commitment of the path-selection process. Control messages may be included in packet headers, 
25 or may be separate and distinct packets. 

[001 2] One approach of the prior art for providing differentiated services employs type-of-service (TOS) bits defined 
in the packet header, or TOS addressed metrics in the packet payload. The TOS bits are interpreted by routers within 
the network in an agreed upon manner so that each network node provides the desired QoS commitments of the serv- 
ice when routing the packet flow. This approach may allow for distribution of each and all resource requests to all nodes 
30 of the network. Alternate approaches may be reservation-based and may employ signaling to reserve network 
resources for the duration of a packet flow, or packet flow aggregates. A protocol to signal reservation of network 
resources in a network is the Reservation Setup Protocol (RSVP). RSVR as an example, may be used in conjunction 
with service models, such as guaranteed rate and controlled load service models, to request the desired QoS commit- 
ments for certain flows. 

35 [0013] Once the connection is established, the router includes a routing fabric to physically route packets received 
at input ports to specific output ports for transport to the next node or destination. Packet filters may be employed with 
the routing fabric to determine actions to be taken for packets having certain source and destination addresses arriving 
at the router. Actions may be that routing of packets sent from one or more of specified sources is denied (e.g., actions 
for "firewall" or security purposes), or that a specific action is to be taken for that packet having a specified source 

40 address (e.g., actions for routing to a specific, alternate destination). The router may be provided with a table or list of 
filter rules specifying the desired actions for corresponding field addresses. The packet filter allows the router to asso- 
ciate fields of received packets with the table or list entries. 

[0014] Packets comprise, for example, a header and a payload that may include user data. A header of the packet 
includes fields or parameters, such as a source address where the data originates and at least one destination address 
45 where the data is to be routed. Mother parameter in the header may be a protocol type identifying a particular protocol 
employed in the communication network. Source and destination addresses may be logical addresses of end hosts. 
The header may also include, for example, certain types of flags in accordance with protocol type, such as TCP, 
depending upon the receiver or transmitter application. 

[0015] The IP packet header fields typically contain up to 128 bits of parameter information, including source and 
so destination addresses, physical source and destination port numbers, interface number, protocol type, etc. Filter rules 
may also specify, for example, that for received packets with fields in the header specifying a particular destination 
address, the packet should or should not be forwarded through specific output links or output ports. Thus, a variety of 
filter rules may be implemented based on packet field information. For example, such filter rules might be based on 1) 
source addresses; 2) destination addresses; 3) source ports; 4) destination ports; and/or 5) any combination of these 
55 fields. Consequently, such packet filtering may be employed by layer four switching applications. 

[0016] Each of the fields or parameters in the header may be represented as points along an axis of a dimension. 
The general packet classification problem of a packet filter may then be modeled as a point-location in a multi-dimen- 
sional space. One or more field values of the packet define a point in the multi-dimensional space. A packet filter rule 
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FIG. 7 shows an exemplary line format of an advertisement packet based on an OSPF packet that may be 
employed with the present invention; 

FIG. 8 shows a flowchart of a path-selection process that may be employed by the QoS routing module of FIG. 4; 

5 

FIG. 9 shows an illustration of packet filtering for two fields of a packet header corresponding to a point location in 
2-dimensions; 

FIG. 10 shows an exemplary flowchart for the general routing optimization as may be employed by the present 
w invention; and 

FIG. 1 1 shows a flowchart for the step of determining route loss probabilities and network sensitivities of the 
method shown in FIG. 10 with stochastic variables. 

15 Detailed Description 

[0023] FIG. 1 shows block diagram of a packet network 100 employing adaptive routing in accordance with the 
present invention. The packet network 100 includes network routers 102-107, and a network management station 108. 
For convenience of the following described embodiments, the routers are defined as a source router 102 in communi- 
20 cation over a link with destination routers 106 and 107 through intermediate routers 103, 104 and 105. The data path 
established through links between the source router 102 and destination routers 106 and 107 may be employed to 
transfer information, or communication streams of data, by packet sequences defined as packet flows. Each packet of 
the packet sequences may have a header including a source address, source port range, destination address, and des- 
tination port range. 

25 [0024] Each of the routers 102-107 may typically support an Internet Protocol (IP), for example, and provide for 
Quality of Service (QoS) provisioning for links of the network. These routers are interconnected by links, which are 
physical transport media such as T1s, T3s, or optical fiber (e.g., SONET links such as OC1 , OC3). However, the present 
invention is not limited to these fixed or wired types of networks, and is not limited by link-layer characteristics. Each link 
has a capacity defined in terms of, for example, total available channels, bandwidth, bit-error rate and delay. Each link 

30 capacity provides a portion of total available capacity of packet network 100. 

[0025] Network management station (NMS) 108 (e.g., a central provisioning station for a virtual private network 
(VPN)) allows network administrators to remotely allocate transmission capacity of routers and links between a source 
and a destination pair (source-destination pair) within the network. A given VPN may comprise many source-destination 
pairs. For such purposes, the NMS 108 maintains a network management database 109 of addresses corresponding 

35 to the source-destination pairs, and a pair is also identified by the address fields in the header of a network packet. Cen- 
tral provisioning of packet network 100 also includes QoS provisioning, and so each source-destination pair is assigned 
specified QoS commitments for packet flows corresponding to the source-destination pair. 

[0026] The source-destination pair defines point-to-point traffic through the packet network 100, where "point" 
refers to the ingress (source) or egress (destination) network element. For networks following the OSPF protocol, the 

40 point may typically be a border router for transit traffic. Source router 102 is shown as an ingress point from external 
network N^ while the destination routers 106 and 107 are shown as egress points to networks N 2 and N 3 , respectively. 
[0027] For packet network 100, packet flows may be classified by header information, and grouped into classes, 
super-classes, or groups of super-classes according to source address ranges and destination address ranges. 
Classes may be associated with packet flows with common QoS commitments. Super-classes, or groups of super- 

45 classes may be associated with virtual private networks (VPNs). Desirably, ranges of source and destination addresses 
are contiguous for each class, super-class, or groups of super-classes. The packet network 1 00 may employ a message 
of a protocol to request resources. Such message may be, for example, Type of Service (TOS) bits of the OSPF proto- 
col in the packet header, TOS addressed metrics of the packet payload, or the control messages of the RSVP protocol. 
Such resource requests may allocate bandwidth for packet flows from the source 102 to one or more of the destinations 

so 106 and 107 through the network routers 103, 104, and 105. 

[0028] QoS provisioning specifies certain minimum allowed characteristics of the transmission capacity of the net- 
work to be assigned to provisioned packet flows between source-destination pairs. Transmission capacity may be 
directly related to the capacity of the links in the network, and such characteristics for the packet flows may be band- 
width, delay, and loss (i.e., probability of a lost packet). Such characteristics may be related through available buffers of 

55 the router. The QoS provisioning associated with addresses of each source-destination pair is also maintained in the 
network management database 109. QoS provisioning may also include associated revenue and cost corresponding to 
each QoS provisioning characteristic, which revenue and cost may be related to revenue paid to service providers by 
clients based on minimum levels of QoS characteristics provided to packet flows and the cost of providing network con- 
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Table 2 



Field 


Function 


rate (r) 


Average rate of the packet flow in bytes per second, or may be a token refresh rate for the leaky bucket 
regulator 


bucket 


Maximum number of packets that may be sent before a refresh of the bucket of the bucket regulator or 
depth 


peak (p) 


Maximum rate of the packet flow in bytes per second. 


min 


Minimum packet size, which may be employed to calculate a maximum or worst case expansion of traffic 
for a packet flow. 


max 


Maximum packet size, which may be employed to determine the number of bytes in the bucket. 


delay 


Maximum sustainable end-to-end delay in microseconds, which may be related to the maximum per hop 
delay, dp (if total maximum number of hops n max is known. 


lossreq 


The maximum sustainable packet loss rate for which the packet flow may operate reliably. ! 



20 

[0031] The values for the fields shown in Table 2, such as rate, bucket, delay and loss of a leaky bucket regulator, 
may be related to the bandwidth available on specified links. 

[0032] Each of the routers 102-107 comprises a processing section implementing the adaptive routing in accord- 
ance with the present invention. Other routers, not shown, that do not employ the adaptive routing in accordance with 

25 the present invention may exist in the network 1 00. Each of the routers 1 02-1 07 is connected to at least one other router 
in the network 100. The packet network 100 employs a standard protocol to determine and disseminate information 
regarding the connectivity of the links and routers within the network 100, including information about link capacity and 
available bandwidth, for example. For the preferred embodiment of the present invention, this protocol for dispersion of 
link and router connectivity information (herein referred to "network topology information") may be provided from the 

30 corresponding function of the Open Shortest Path First (OSPF) protocol. 

[0033] For the packet network 100, each router maintains a database of network topology information. Conse- 
quently, each router knows 1 ) the existence of each other router in the network; 2) the connections between each router 
in the network, and 3) the identities of routers that interface to other packet networks "outside" of the packet network 
100. In the present context, "outside" may refer to packet networks N 1t N 2 , and N 3 not supporting adaptive routing 

35 and/or part of a different service provider's network. 

[0034] The Open Shortest Path First (OSPF) protocol commonly employed in IP networks includes a Shortest Path 
First (SPF) routing method for the path-selection process. For the preferred embodiments of the present invention, rout- 
ers of network 100 employing adaptive routing in accordance with the present invention determine logical paths based 
on a multicommodity flow (MCF) routing method. The MCF routing method may employ information generated by SPF 

40 routing method of the OSPF protocol as initial provisioning values, and for provisioning values for non-real-time packet 
flows and for real-time, non-multiplexable packet flows. In addition, the routers connected in network 100 that do not 
employ adaptive routing in accordance with the present invention preferably employ a path-selection process based on 
the SPF routing method. 

[0035] The MCF routing method accounts for the QoS provisioning assigned to source-destination pairs when rout- 
45 ing packet flows. Packet flows may be comprised of several different sets of traffic for different users within a VPN. 
Before a link failure, a portion of the link's capacity is allocated to the source-destination pair. However, when the link 
fails, the different sets of traffic desirably have capacity of other links re-allocated to the sets of traffic. In addition, two 
possible classes of routing may be supported by adaptive routing: multi-path routing and single-path routing. Multi-path 
routing occurs when flows of a source-destination pair are split, with different ones of the sets of traffic allocated to dif- 
50 ferent new paths, and hence links, through the network. Single path routing occurs when the entire group of sets of traf- 
fic are re-routed over the same new path. 

[0036] If multipath routing exists in the packet network 100, the multi-path routing may be decomposed into single 
path routing (i.e., multi-path from a source to N destinations, N an integer greater than 1, may be thought of as routing 
over N single paths. In addition, mathematical tools, such as Steiner path trees, heuristic bin packing, randomized rout- 
55 ing, or shortest path spanning trees, may be employed by the algorithms described herein to reduce computational 
complexity resulting from decomposition of multi-path to single path routing. Consequently, the exemplary routing meth- 
ods are described herein for single path routing. The present invention is not so limited, however, and one skilled in the 
art may extend the exemplary routing methods to multipath routing. 
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pairs within the service classes. Weights may be calculated by the routing processor 202 and downloaded into the con- 
trol processor 201 and/or scheduler. 

[0045] Control processor 201 detects a condition requiring a new adaptive routing calculation in accordance with 
the present invention, and hence initiates the path selection process to determine the logical paths of source-destina- 

5 tion pairs of the network 1 00. The condition may be termed a "trigger" event, which event is signaled to the routing proc- 
essor 202. The trigger event may be, for example, a router addition/failure or link connect/disconnect. Control processor 
201 may also initiate the path selection process based on a predetermined schedule. The routing processor 202 pro- 
vides for an adaptive routing calculation, and also possibly new weighting calculations, to determine new routing provi- 
sioning entries and weights based on QoS-guarantee provisioning and network topology information stored within the 

w processing section 200. Provisioning entries define logical paths through the network links for different packet flows. 
[0046] FIG. 3 is a flow chart illustrating the steps of a router providing adaptive routing in accordance with the 
present invention based on an exemplary network supporting the OSPF protocol. At step 301, the adaptive routing is 
initiated by an internal event (such as by a predetermined schedule) or by an external event (such as by a trigger event). 
The detected event may initiate an optional step 302 in which the path-selection process determines a temporary set 

15 of provisioning entries according to the SPF routing method. At step 303, a multicommodity flow (MCF) routing method 
is employed for a path-selection process to determine new provisioning entries. The MCF routing method may assign 
some or all of the new provisioning entries based on the temporary set of provisioning entries. New provisioning entries 
are determined at step 303 based on optimization of the SPF routing calculations according to a predefined metric, 
such as optimized network revenue W. 

20 [0047] For example, at step 302 new routing based on QoS provisioning information and information provided from 
the provisioning entries of the SPF algorithm may provide an optimized set of provisioning entries for the new routing 
of classes and packets through network 100. New provisioning entries may group packet flows with a given identifier 
according to classes, with each class having defined QoS commitments. Bandwidth, or other QoS related commitments 
as metrics, of a given interface card may be allocated and then different classes assigned to the allocated bandwidth. 

25 [0048] At step 304, the current filter rules of each interface, or line termination, card are deleted for the packet filters 
that are changed or modified. At step 305, the currently defined packet flow identifiers (i.e., a value identifying the spe- 
cific packet flow, or aggregate of packet flows, that may be based on source and destination addresses) are deleted for 
each interface, or line termination, card for the packet filters that are changed or modified. At step 306, the current class 
definitions are deleted for each interface, or line termination, card for the packet filters that are changed or modified. The 

30 class definitions of each interface or line termination card specify which packet flow classes may be supported by avail- 
able bandwidth of the interface card. 

[0049] At step 307, bandwidth for each interface, or line termination, card is allocated based on, for example, the 
available bandwidth of each input line interfaces 204 and the available bandwidth of each output line interface 207 (FIG. 
2). At step 308, new classes are assigned for the given bandwidth allocations determined in step 307. 

35 [0050] At step 309, the new classes generated in step 308 are installed in each corresponding interface, or line ter- 
mination, card. At step 310 defined packet flow identifiers for the classes are installed for each interface, or line termi- 
nation, card. At step 311 new filter rules are installed in, for example, the packet classifier 203. The filter rules are 
employed to route packet flows with corresponding identifiers from input ports to output ports of the router based on the 
actions associated with the filter rule. 

40 [0051] The new routing determined by the path-selection process is provided as provisioning entries of a routing 
table. The provisioning entries of the table are defined for each packet flow (which may be a packet flow or an aggregate 
of packet flows specified by source and destination address ranges) and a set of classes, each class defined by a set 
of QoS provisioning commitments. Each routing table for a packet flow has an associated class. An exemplary routing 
table for a packet flow based on QoS provisioning and network link topology is given in Table 3. 

45 



Table 3 



Label 


Content 


src_rtr 


The identifier of the source router 


dst_rtr 


The identifier of the destination router 


srcjint 


The input logical interface of the source router 


dstjint 


The output logical interface of the destination router 


vpn 


The identifier for the client (or VPN) that the packet flow belongs to 


revenue 


Assigned revenue value 
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access to memory 412 to retrieve actions associated with the identified filter rule or filter-rule set (not shown). The 
packet and corresponding retrieved actions are provided to the route allocation processor 206. In exemplary implemen- 
tations, a packet filter may test for between 512 and 800 filter rules. 

[0058] FIG. 5 shows a block diagram of an exemplary distributed processing and database (DPD) system 500 for 
5 alternate path routing in accordance with the present invention. DPD system 500 includes an OSPF processing module 
512 with corresponding link state database 510, QoS routing module 506, filter rule processing module 514, filter man- 
agement processing module 516, and packet classifier module 518. 

[0059] OSPF processing module 512 receives network topology information through the packet network interface 
in accordance with the OSPF protocol. Network topology information may typically include, for each router in the packet 

w network 100, a router identification address, identification for links connected to the router, other router addresses of 
other routers connected to the router, and information of other networks (e.g., N lt N 2 , and N 3 of FIG. 1) that may be 
connected to the router. OSPF processing module 512 stores the network topology information in the link state data- 
base 510, and updates the information of the link state database 510 as new network topology information becomes 
available, such as when the network topology changes. The OSPF processing module further calculates routing infor- 

15 mation for the packet network in accordance with the SPF routing method known in the art. 

[0060] QoS routing module 506 receives tables having QoS provisioning information for source-destination pairs. 
The tables are received from the network management database 107 through network management interface 504. The 
QoS routing module 506 may also receive both the temporary provisioning entries of the OSPF routing method and the 
network topology information from the link state database 510. Given the QoS provisioning requirements for source- 

20 destination pairs, the QoS routing module 506 recalculates optimized routing of source-destination pairs through the 
network with the network topology information of the link state database 510. The QoS routing module 506 re-calcu- 
lates the optimized routing in accordance with the MCF routing method. 

[0061] Returning to FIG. 5, the DPD system 500 includes network management interface 504 that retrieves formats 
data of the network management database 109. Communication between network management interface 504 and net- 
25 work management database 109 may be mediated by a protocol such as Simple Network Management Protocol 
(SNMP). Data of the network management database 109 may be formatted into a record structure of provisioning 
tables with, for example, reduced entries and in a format that may be desirable for the QoS Routing module 506. The 
packet network interface 508 formats data received from control packets of the network into a format desirable for the 
OSPF processing module 512. 

30 [0062] The processing modules, database and interfaces of the DPD system 500 may be implemented in the 
processing section 200 of FIG. 2. For example, the network management interface 504, QoS routing module 506 and 
OSPF routing module 512 with link state database 510 may be implemented as software of the routing processor 202. 
The packet network interface 508, filter rule processing module 514 and filter management processing module 516 may 
be implemented as software of the control processor 201. The packet classifier module 518 may be implemented as 

35 hardware of the packet classifier 203. 

[0063] Several methods may be employed to provide shared use by the QoS routing module 506 and OSPF 
processing module 512 of the OSPF routing information and the topology information from the link state database 510. 
First, the QoS routing module 506 may receive and flatten the OSPF topology information from the link state database 
510 into a separately stored database for use by the QoS routing module 506. Second, the QoS routing module 506 

40 and OSPF processing module 512 may share a synchronized database access routine. Third, OSPF processing mod- 
ule 512 may be modified to recognize and employ network topology information from the link state database 510 stored 
in a manner consistent with the QoS routing module 506. Fourth, when the OSPF processing module 512 changes 
topology information from the link state database 510, the QoS routing module 506 may be notified and change its data 
structure in the same manner. 

45 [0064] Since the QoS routing module 506 calculates routing and path selection with QoS provisioning information, 
the QoS routing module 506 may require additional network topology information than that currently collected in accord- 
ance with the OSPF protocol. For this case, the control packets as currently employed by the OSPF protocol may be 
modified to allow for collection of additional features of network topology information. The payload of the OSPF protocol 
control packets includes a field defined for type of service (TOS) dependent, or addressed, metrics. This field includes 

so several TOS-addressed metrics. The TOS-addressed metrics identify TOS entries in a database or table, with each 
entry available for use with a TOS metric. Each TOS metric may be a form of control message available to the OSPF 
protocol. Not all addresses of the database or table of TOS entries of the protocol, however, are currently used for a 
TOS metric. 

[0065] For an embodiment of the present invention collecting additional network topology information, the control 
55 packets of the OSPF protocol may be modified to define unused TOS entries for adaptive routing. For example, the 
empty or undefined entries of the TOS-addressed metrics in OSPF packets may be defined to include information such 
as available link bandwidth (unassigned or assigned but not in use). FIG. 6 shows a line format of an OSPF packet 
showing the positions of packet type 601 and TOS bits 602, respectively Consequently, a preferred embodiment of the 
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sey. The non-multiplexable flows may have path selection based on a lossless effective bandwidth algorithm, such as 
the SPF routing method. 

[0074] Adaptive routing in accordance with the present invention receives QoS information and network topology 
information mediated by the OSPF protocol to calculate the new routing tables. The calculation of new routing tables 
5 preferably completes within a time that enables existing packet flows to be re-routed before tear-down of established 
connections in accordance with a high-level protocol. To this end, some tables for re-routing may be pre-computed prior 
to use. 

[0075] QoS routing module 406 may employ a method for allocating resources and determining provisioning entries 
as shown in FIG. 8. First, at step 801 , each packet flow is classified as a real-time flow or non-real-time flow based on 

10 the end-to-end delay of the packet flow compared to a predetermined delay threshold. Next, at step 802 per-hop, or 
nodal, delays d p are calculated for each packet flow (e.g., delay between routers). Per-hop delays d p are calculated by 
dividing the end-to-end delay for the packet flow by the maximum number of hops for the packet flow. For real- 
time flows, Hmax is one plus the minimum number of hops n MlN . For non-real-time flows, Pmax is a laxity factor plus the 
minimum number of hops n MlN . 

15 [0076] Once the per hop delays are calculated, at step 803 the effective bandwidth value ed 0 , of each packet flow 
is determined using the nodal delays dp and QoS information. For example, QoS information may be specified for a 
class the packet flow belongs to, and may include average token (packet) rate r, peak rate P, and the buffer size B token 
if a leaky bucket regulator is employed by the node. For example, if a node has a buffer size B node and output link capac- 
ity C tmns , the effective bandwidth value ed Q of each packet flow may be calculated as in equation (1): 



20 



25 



T 

* on 



ed 0 = r, if T 0 ff Z Ti^ (I) 

30 

where T buf =(B node C tons ) (the maximum delay time of the node's buffer), T off =(B token r) , and T on = B token (P-r)) . 
[0077] At step 804 the packet flows are then classified as multiplexable (packet flows that may be mixed with other 
flow traffic on one or more links) or non-multiplexable (packet flows that are desirably assigned a dedicated link and 
dedicated capacity) based on comparison of the corresponding effective bandwidth ed Q values with a multiplexing 
35 threshold. The multiplexing threshold may be calculated by, for example, an examination of the statistical properties of 
the network traffic flows at peak levels. 

[0078] At step 805 bandwidth is reserved from the total available capacity C for routing of packet flows exhibiting 
characteristics of high-volume traffic and non-multiplexable flows. High-volume traffic may be defined based on the 
maximum bandwidth (or peak rate P) of the packet flows. For these high-volume traffic and non-multiplexable packet 
40 flows, provisioning entries determined by the shortest-path routing of OSPF may be employed for routing of the packets 
through the node. 

[0079] At step 806 the residual bandwidth C MUX for multiplexable packet flows is determined. The residual band- 
width C MUX may be determined as the available capacity C minus the sum of the effective bandwidth values ed 0 of the 
non-multiplexable packet flows. Alternatively, the residual bandwidth C MUX may be determined as the total available 
45 capacity C minus the capacity reserved for non-multiplexable packet flows. 

[0080] At step 807, an initial route is determined for each multiplexable packet flow based on requirement of the 
effective bandwidth value ed Q1 which requirement is determined by mapping the effective bandwidth value ed Q to 
allowed rates of the output links of the node. The initial routes may also be determined, for example, with the SPF rout- 
ing method. 

so [0081] At 808, routing for the multiplexable packet flows is calculated with a multicommodity flow (MCF) routing 
method. The routing is provided as a table having a candidate set of provisioning entries. 

[0082] The method as shown in FIG. 8 employs the QoS provisioning information, the link state topology, and the 
packet flow classifications (real-time/non-real-time and multiplexable/non-multiplexable packet flows) to form provision- 
ing entries for routing of packets through the node (router). Such provisioning entries may define specific source and 
55 source port address ranges of packets to be routed to other specific destination and destination port address ranges. 
Further, the packet network 100 may employ a protocol, such as the Type of Service (TOS) bits and/or RSVP control 
messages, to allocate resource reservation over physical and logical links for the corresponding packet flows. 
[0083] The path-selection process of QoS routing module 506 provides an optimized routing of source-destination 
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visioning entries employed by the packet classifier module 518. A running set of provisioning entries, and correspond- 
ing running set of filter rules, are generated by the determined path selections prior to reconfiguration and routing re- 
calculation. 

[0089] The filter management module 516 compares the new and running sets of filter rules, and selectively deter- 

5 mines filter-rules to be deleted from the packet classifier module and filter rules that are to be modified. Once the 
selected filter-rules to be deleted or modified are determined, the filter management module 516 substitutes the 
selected packet filter rules into the packet classifier module 518. For the exemplary embodiment, the packet classifier 
module 518 may be employed by the packet classifier 203 (FIG. 2) to cause specific routing of packets within the routing 
fabric, such as by providing control signals provided to the route allocation processor 206. 

10 [0090] As described previously, packet classifier module 518 receives filter rules from the filter management mod- 
ule 514, and applies the filter rules to the incoming packets. FIG. 9 illustrates the process of packet filtering on two 
packet fields, corresponding to a point location in 2-dimensions. A point location in 2-dimensions may be a location of 
a point within a particular filter-rule rectangle defined by source and destination address ranges. As would be apparent 
to one skilled in the art, the 2-dimensional point location maybe extended to higher dimensions, such as the 4-dimen- 

15 sional point location, with filter-rule rectangles further defined by source port address ranges and destination port 
ranges. As shown in FIG. 9, four overlapping filter rules operating on, for example, the source address field and the des- 
tination address field of a received packet are represented by overlapping 2-dimensional rectangles 901-904. The filter 
rule segments of the rectangles 901-904 are projected as intervals labeled X0-X8 and Y0-Y7 on the corresponding 
dimension axes X (for source address) and Y (for destination address). The intervals and bitmaps may be defined sim- 

20 ilarly to those described with respect to FIG. 4. 

[0091] In the example shown in FIG. 9, segments of the four filter rules in each dimension overlap the six intervals 
on the Y-axis and seven intervals on the X-axis, respectively. For a worst case, the projection results in a maximum of 
2n-1 intervals on each axis for the dimension, where n is the number of filter rules. For the example, n is four filter 
rules, resulting in the worst case of seven intervals on the X-axis. Bitmap arrays 910 and 912 associated with each 

25 dimension are formed having bitmaps for each interval. A bit in the bitmap is set if, and only if, the rectangle correspond- 
ing to the bit position overlaps with the interval that the bitmap corresponds to. For example, interval Y1 has a corre- 
sponding bitmap 914. Since rectangle 901 overlaps interval Y1, the bit at the first bit-position is set to logic "1". None of 
the rectangles 901-904 may overlap with, for example, only half an interval because of the method by which the inter- 
vals are defined. The bitmaps may be stored as one or more bitmaps having associated interval bitmap pointers. 

30 [0092] A packet arrives to the packet filter of the router. The packet may have several fields, but two field values, E^ 
and E 2 , one per dimension, form coordinates of a point EP for point-location in 2-dimensions. E^ may be a source 
address, and E 2 may be a destination address. Intervals are located on each dimension axis X and Y that include the 
corresponding field values of the point EP. In the example, these are intervals X5 and Y4 for the X-axis and Y-axis, 
respectively. The interval bitmaps 916 and 915 of intervals X5 and Y4, respectively, are employed to locate the highest 

35 priority rectangle that covers this point. The interval bitmaps 916 and 91 5 may be reconstructed from a retrieved bitmap 
and corresponding interval bitmap pointers. Rectangles 901-904 may be numbered and allocated bit-positions in the 
interval bitmap based on their priorities, with rectangle 901, for example, being the lowest priority and rectangle 904 
being the highest priority. After the combination of the interval bitmaps in step 904, the first bit set to logic "1" in the 
resulting filter-rule bitmap is the bit identifying the highest priority rectangle 904 amongst all those rectangles overlap- 

40 ping the point EP in the example shown in FIG. 9. 

[0093] For the preferred embodiments of the present invention, the QoS routing module 506 employs a MCF rout- 
ing method. However, the MCF routing method is derived from general routing optimization, and may be preferred if 
new, optimized routing is desirably determined in real time. The following describes the general routing optimization 
method, and then the MCF routing algorithm. The general routing optimization method includes methods based on both 

45 stochastic and deterministic routing optimizations. The general routing optimization method and the MCF routing algo- 
rithm are similar to those methods employed in network design tools. Such network design tools employ, for example, 
the method described in D. Mitra et al., "ATM Network Design and Optimization: A Multirate Loss Network Framework," 
IEEE/ACM Transactions on Networking 4 (August 1996) 531-543 (herein referred to as "Mitra et al."). The stochastic 
routing optimization and MCF routing methods of Mitra et al. may be employed with virtual private network design tools, 

50 such as TALISMAN available from Lucent Technologies, of Murray Hill, N.J. The present invention is not so limited to 
the following method, and any routing method may be employed which calculates optimized routing paths through 
packet network 100 based on QoS provisioning information and network topology information. 
[0094] The general routing optimization method determines rates of traffic offered to each route between a source- 
destination pair that optimize performance (also known in the art as the optimum routing problem) of the network 100 

55 according to predefined optimization criteria that includes QoS provisioning information. The performance of the net- 
work may be characterized in various ways. For example, performance is desirably characterized by the value of the 
long-term network revenue W. Long-term network revenue W may be defined as the weighted measure of carried 
bandwidth on the network constrained such that each source-destination pair earns a minimum amount of revenue. 
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[0105] General routing optimization with stochastic variables is now described referring to FIG. 10. At step 1001, 
the initial values are provided to define the network topology and network traffic characteristics, and, at step 1002, an 
initial value for the network revenue W is provided. At step 1003, an initial set of values are provided as current esti- 
mates for the traffic rates, p sr 

5 [0106] At step 1004, route loss probabilities L sr and network sensitivities dW/Bp sr are determined from the current 
estimates for the traffic rates p sr , the initial value for the network revenue W, and the initial values for the parameters 
provided in step 1001 

[0107] At step 1005, the values of the current estimates for the p sr are incremented according to, e.g., the method 
of steepest ascent. At step 1006, a current value of W is calculated as in equation (2). 

w 



W=Z I e-M\-L„) (2) 

15 



[0108] At step 1007, convergence to the optimum value of network revenue W is determined. If the difference is 
20 less than a predefined threshold, the iterative procedure may be defined as being converged to an estimate for the opti- 
mum value for W. If W is less than the predetermined threshold, at step 1008 the current values of W and the current 
estimates of p sr are provided as the optimum values of W and p sr Otherwise, the procedure is iterated, by returning to 
step 1004, using the current estimates of p sr as input values. 

[01 09] At step 1 004 of FIG. 1 0, the performance of the determined routing and network sensitivities are determined 
25 by calculating the loss probabilities L sr and the network sensitivities dWldp sr The network sensitivities may preferably 

be defined as the respective derivatives of network revenue with respect to the offered load of service types on route r. 

The link loss probability B sl of each service type s on each link / may be generated at step 1004 of FIG. 10. Procedures 

known in the art may be employed to derive, from the link loss probability B si and other information generated in the 

iterative procedure, a measure of the desired bandwidth utilization for each link of each service route. The desired 
30 bandwidth utilization may then be employed to determine nominal allocations of bandwidth for each packet flow, or 

packet flow, to each link of each service route. Such procedures are described in, for example, Elwalid et al. and Mitra 

et al. 

[01 10] The step 1004 of FIG. 10 for general routing optimization with stochastic variables is shown in FIG. 1 1 . The 
step 1004 of FIG. 11 is shown as a method of five steps, shown respectively as steps 1101, 1102, 1103, 1104, and 

35 1 105. At step 1 1 01 , a self-consistent solution of two systems of coupled equations (for each service class s and link /) 
is solved for the predefined effective bandwidths ed sh the predefined link capacities C h and the current estimates of the 
offered traffic loads p sr The step 1101 may include a determination of the link loss probability B s{ of calls of service s 
on link /. Since each route r carrying traffic of service type s and using link / adds the load v s/T on link / (which added 
load may follow a Poisson distribution), the added load may be at a rate that is reduced by independent traffic thinning 

40 (i.e., dropping of connections) by all other links in the route. By summing the added loads v s/;r over all routes r which 
use link /, the total thinned, or reduced, load of service s offered to link / is v s/ . The reduced load with link independence 
is given in equation (3): 

45 V s; = X I Psr II < 1 - e *m) O) 

a re R(s,a)ler mer-{/} 



[01 1 1] In addition, the B s/ may be determined from equation (1 ) and expressed as a mapping § s! of the set of total 
50 thinned loads per link 

»>= {v t/ } 

55 for all services s (1 < s < S). 

[01 12] The step 1 101 may employ an interative method to solve these coupled equations, referred to as fixed-point 
equations (FPE). For the set of all routes R(s,a), one system of equations defines the set of link loss probabilities B s! 
and is given in equation (4), and the other system defines the set of offered loads v s/ and is given in equation (5). 
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shown in equation (9): 

9Wdp sr = (1-L s /e sr -XcJ (9) 

5 V tef / 

[0117] In many cases of practical importance, the link capacities may become so great that it is not economically 
or numerically feasible to solve the FPE as given by equation (4) and equation (5) to find the implied costs by exact tech- 
niques. If the calculation employs exact techniques, the calculation of the link loss probabilities B st may have complexity 

w 0(C), where C characterizes the link capacities. 

[0118] In such cases, as described in Mitra et a!., an asymptotic approximation referred to as the Uniform Asymp- 
totic Approximation (UAA) method may be used to reduce the complexity of the calculations. In addition, various values 
for groups of small links may be determined by exact techniques while, concurrently, various values for groups of larger 
links may be determined by the UAA method. Such an approach may be termed a "hybrid" approach. 

15 [01 19] When the UAA method is employed, solving the fixed-point equations may require less computational com- 
plexity, and hence may require less time to perform the computations. The complexity of calculating the link loss prob- 
abilities may be reduced to 0(1) (i.e., it remains bounded as C increases without bound), and the complexity of finding 
the implied costs may be reduced to 0(L 3 ). Thus, the complexity of finding the implied costs is made independent of 
the number of service classes. This is especially significant for large multirate networks that serve customers with 

20 diverse needs and thus carry traffic in many different service classes. 

[0120] Although the UAA method may be preferred for the stochastic optimization as addressed in Mitra et al., dif- 
ferent asymptotic approximation techniques may be employed when solving the stochastic optimization in the context 
of the present invention, such as the Refined Uniform Asymptotic Approximation (RUAA) method as described in J. A. 
Morrison, K.G. Ramakrishnan, and D. Mitra, "Refined Asymptotic Approximations to Loss Probabilities and Their Sen- 

25 sitivities in Shared Unbuffered Resources," SIAM J. APPL. MATH. 59 Number 2, November 1998, 494-513. The RUAA 
method may be preferred as more accurate for calculating implied costs and sensitivities to link loss probabilities. 
[0121] However, since the present invention relates to adaptive routing in which new network routing is determined 
in real time, the stochastic optimization of the UAA and RUAA methods may not necessarily provide adequate perform- 
ance. Consequently, the preferred embodiments of the present invention employ the MCF routing method as derived 

30 from a simplification to the general routing optimization with stochastic variables. The simplification removes the char- 
acteristics of randomness and stochastic variables from the stochastic system. The connection request arrival and con- 
nection holding times are considered as deterministic variables (deterministic traffic rates defined as x sr ), while the 
packet flows are considered as static or infinite duration fluids or flows. With this simplification, the optimum routing 
problem is considered as a linear programming problem (a large system of linear functions of unknowns and linear 

35 objective function). 

[0122] General routing optimization with the MCF routing method is now described referring to FIG. 10. At step 

1001, the initial values are provided to define the network topology and network traffic characteristics, and, at step 

1002, an initial value is provided for the network revenue W, approximated by maximized deterministic revenue W F 
(defined below). At step 1003, an initial set of values are provided as current estimates for the traffic rates, Xsr The ini- 

40 tial set of values for the traffic rates x sr ma y De predetermined through network simulations, heuristic methods, or pre- 
vious or current values measured prior to network reconfiguration and/or re-routing calculation. 
[01 23] At step 1004, the performance of the network routing and network sensitivities are determined from the cur- 
rent estimates for the traffic rates x S n tne ' nitial value f° r tne network revenue W F , and the initial values for the param- 
eters provided in step 1001. 

45 [0124] At step 1005, the values of the current estimates for the %sr are incremented according to, e.g., full pricing. 
At step 1006, a current value of W F is calculated. 

[0125] At step 1007, in an exemplary method of measuring the approach to a local optimum, convergence to the 
optimum value of network revenue W F is performed by comparing the difference between current and previous values 
of W F . If the difference is less than a predefined threshold, the iterative procedure may be defined as being converged 
so to an estimate for the optimum value for W F If W is less than the predetermined threshold, at step 1008 the current val- 
ues of W F and the current estimates of x S r are provided as the optimum values of W F and x S r Tne predefined threshold 
may be determined off-line through network simulation or other methods known in the art. Otherwise, the procedure is 
iterated, by returning to step 1004, using the current estimates of x S r as in P ut values. 

[01 26] At step 1 004 of FIG. 1 0, the performance of routing and network sensitivities with respect to maximized rev- 
55 enue W F are determined by solving the linear programming problem, as given by equation (10) with the constraints of 
equation (11) and equation (12): 
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a1) receiving, in accordance with a network protocol, a potion of the network topology information from each 

router of the packet network into a database of the router; and 

a2) receiving the QoS provisioning information from a network management database. 

5 3. The method as recited in claim 2, wherein, for step a1 ), the network protocol is at least one of a link-state protocol 
and a topology-covering protocol. 

4. The method as recited in claim 2, wherein, for step a1 ), the network protocol is the open shortest path first (OSPF) 
protocol. 

10 

5. The method as recited in claim 1 , wherein step b) includes the steps of: 

b1 ) computing the effective bandwidth of each packet flow; 

15 b2) classifying each packet flow as a multiplexable flow or a non-multiplexable flow based on a comparison of 

the corresponding effective bandwidth with a threshold value; 

b3) reserving a first portion of an available capacity of the router for the non-multiplexable flows and a second 
portion of the available capacity for the multiplexable flows; 

20 

b4) determining a set of candidate routes, each candidate route corresponding to a packet flow, and at least 
one candidate route allocated to the second portion of the available capacity ; and 

b5) calculating the paths based on the set of candidate routes. 

25 

6. The method as recited in claim 5, wherein step b) further includes the steps of classifying each packet flow as a 
real-time flow or a non-real-time flow based on a delay threshold, and calculating a nodal delay for each packet flow 
based on the network topology and corresponding classification as a real-time flow or a non-real-time flow. 



30 7. The method as recited in claim 6, wherein step b) further includes the steps of determining one or more candidate 
routes for the non-multiplexable flows in accordance with a network routing method; and calculating a correspond- 
ing path for each candidate routes of the non-multiplexable flows. 

8. The method as recited in claim 7, wherein, for step b), the network routing method is a shortest path first (SPF) 
35 method. 



9. The method as recited in claim 6, wherein step b4) determines the set of candidate routes by the steps of: 

i) receiving a present value for network revenue and estimates for offered rates of traffic for the one or more 
40 packet flows of each class, the class identifying a set of QoS commitments of the QoS provisioning information 

associated with one or more packet flows assigned to the class; 

ii) determining route loss probabilities and network sensitivities of each class based on the nodal delay and 
effective bandwidth of each corresponding packet flow, the network topology information, the present value for 

45 network revenue, and the estimates for offered rates of traffic; 

iii) adjusting the estimates for the offered rates of traffic; 

iv) forming a new value for network revenue; 

50 

v) comparing the new and present values for network revenue to determine whether the new value converges; 
and 



vi) if the new value converges, determining the set of candidate routes based on the new value of network rev- 
55 enue and the estimates for the offered rates of traffic; otherwise, setting the new value of network revenue as 

the present value and then repeating steps ii)-v). 

10. The method as recited in claim 1, wherein step c) includes the steps of: 
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FIG. 8 



CLASSIFY EACH PACKET FLOW AS REAL-TIHE FLOW OR NON-REAL- 
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